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COURSE STRUCTURE

* security
* introduction and glossary
* adversary modelling

* adversary simulation

* blockchains:
* introduction: basic concepts
* consensus mechanisms: different flavours

* applications

* exams:
* seminar on one of the topics of the course OR development of a simple
project

* proposals coming from the students and suggestions by the teachers

Dipartimento di Informatica Basic Principles of Security Laura Ricci
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BLOCKCHAINS: WHY TO STUDY THEM?

to avoid this...

1T THINK WE SHOULD
GUILD A BLOCKCHAIN

. . .S
522 Dipartimento di Informatica
JH
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E-mall: SCOTTADAMS® A0L.COM
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BLOCKCHAINS: WHY TO STUDY THEM?

and maybe take advantage of this....

VENTURE CAPLITALISTS

DESPTITE YOUR COOL
PONNTATIL , YOU SEEM
TO HAVE SQUANDERED
OUR INVESTMENT.

seottadams@aol.com

www.dilbert.com

[ NOULL GET NO MORE
FUNDING UNLESS

YOU MUTTER EMPTY
INTERNET WORDS
THAT MAKE

@ 199% United Feature Syndicate, Ins,

@LDCHCHAI!\J

Salaries for blockchain
engineers are skyrocketing, now
on par with Al experts

* Blockchain engineers are making between $150,000 and $175.000 in annual
calaries on average.

* Blockchain engineers are the top paid roles in software development, on par with

specialists focused on artificial intelligence

* Demand for blockchain engineers has increased by 400 percent since late 2017
'\\ on Hired, a firm that helps clients recruit tech candidates.
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THE PEER TO PEER PARADIGM

* symmetric paradigm, different with
respect to client server . Peer

° run on end-hosts

* on/off behavior, handle churn

* need to join and discover other peers

° nodes are service providers an
consumers

* communicate directly among them

* need to define communication rules
* prevent free riding
° incentivate participation ... and

reciprocation

Dipartimento di Informatica Basic Principles of Security Laura Ricci
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THE PEER TO PEER PARADIGM: A GENERAL DEFINITION

* A peer to peer system is a set of autonomous entities (peers) able to auto-
organize and sharing a set of distributed resources in a computer network.
The system exploits such resources to give a service in a complete or partial
decentralized way. The system is able to adapt to a continuos churn of the
nodes maintaining  connectivity and reasonable performances without a
centralized entity (like a server)

* Shared Resources:
* Ledgers/Blockchains
* Read/Write storage space (Distributed File System)
* Computing power

* Bandwidth

“#%= Dipartimento di Informatica Basic Principles of Security Laura Ricci
>~ Universita degli Studi di Pisa .
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P2P KILLER APPLICATIONS

First generation applications: file sharing

read only, no writers
* light weight/ best effort @
* persistence and security are not the main goal

Program

M

® anonymity is important

* examples:

* Napster

* Gnutella, KaZaa
* eMule

* BitTorrent

Second generation applications ‘""ﬁjw““ : ‘A'U“ e
* cyptocurrencies and blockchain WW‘ *w.‘ 'w

< Dipartimento di Informatica Basic Principles of Security Laura Ricci
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P2P BEFORE THE BLOCKCHAINS

Bitcoin
2005

1999 2000 2001 2002 2003 2004 2007 2008 | 2011
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BLOCKCHAIN: WHAT IS IT?

*  Definition #l

* a shared database stored in multiple copies on computers throughout the
world

* maintained without the need for a trusted central authority (e.g. a bank, a
government, Google, etc.)

* Definition #2

* replicated and consistent, immutable, append-only data storage system

resistant to tampering
* Definition #3

* a decentralized, state machine that is maintained by untrusted actors,
secured by economic incentive

* cannot delete data

* cannot be shut down or censored

* supports defined operations agreed upon by participants

* participants may not know each other (public)

* in actors best interest is to Elaz bz the rules

Dipartimento di Informatica Basic Principles of Security Laura Ricci
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A BLOCKCHAIN IN A NUTSHELL

Someone requests The requested transaction The P2P network of nodes
a transaction. is broadcast to a P2P validates the transaction
network consisting of and the user’s status using
computers known as nodes. known algorithms.

¢

Once verified,
the transaction
I is combined
I with other
transactions
I 1o create a new
block of data
for the ledger.

The new block is then added to
the existing blockchain in a way
that is permanent and unalterable.

The transaction
is complete!

consensus

Dipartimento di Informatica Basic Principles of Security Laura Ricci
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WHICH TECNOLOGIES ARE INVOLVED?

Cryptography
* Digital signatures (e.g. public-key cryptography) to provide authentication

* Cryptographic hash functions (e.g. hash chains of data transactions) to

provide tamper-resistant immutability
Distributed consensus amongst mutually distrusting replica
* decentralized control
* provides consistency among the replicas
Formal Methods: to prove properties of
* consensus algorithms
* smart contracts
Data analysis and Machine Learning Techniques
* alot of public data is avaliable from permissionless blockchains

* calls for complex network analysis tools, also exploiting Al

MD% Dipartimento di Informatica Basic Principles of Security Laura Ricci
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AND MANY CHALLANGES.....

* applied cryptography: novel efficient implementation of cryptographic

techniques

* Zero-knowledge, Diffie-Helmann, Multiparty Computation,....

* techniques to increment the scalability

* off-chain channels,...

* interledger techniques: techniques to exchange transaction between different

ledgers.

3% Dipartimento di Informatica Basic Principles of Security Laura Ricci
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BLOCKCHAIN EVOLUTION

Mainstream
adoption begins

Experimentation

contracts begins
Requlations and beg

laws to bring Emergence of
blockchain and  new products and
R3CEVinitiative ~ smart contracts  seryices enabled
consortium of under the purview by smart

banks, insurers  of law arrive on contracts

Origin

2012-14 r and IT service scene
providers is
formed Expected first

Several POCs mmtahm of
capabilities added S0Mpanies succeed, smart contracts
o labs to develop implementation

Nick Szabo coins 10 Bitcoin concent | gathersspeed. | 1. nancial
the idea of smart mﬂ Sahiices (s
contracts
Basic Principles of Security Laura Ricci

and Blockchain
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“THE MOTHER OF ALL BLOCKCHAIN”: BITCOIN

VOIS AR

Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin(@gmx.com
www.bitcoin.org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution, but the main
benefits are lost if a trusted third party is still required to prevent double-spending.

We propose a solution to the double-spending problem using a peer-to-peer network.
The netwark timectamng trancactinne by hachine them inta an anonine chain af

bitcoin-0.1.0.rar
bitcoin-0.1.0.tgz

Paper published in October 2008: working from 2009

' Dipartimento di Informatica
Universita degli Studi di Pisa
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BITCOIN: P2P CRYPTOCURRENCIES

* payments directly done between the users, no centralized financial entity which
guarantees the electronic payment, lower costs

* the cypherpunk vision: “we can revolutionize our world by building secure
protocols”

* new motivation and tools for learning traditional concepts in computer security

* after Bitcoin.....“Blockchain technology,” a related and more general concept

°* a new technology for developing secure applications in an untrusted
environment

* Ethereum and many others

* As such, it affects many processes, companies and societies

Dipartimento di Informatica Basic Principles of Security Laura Ricci
Universita degli Studi di Pisa and Blockchain
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ETHEREUM

* Crowdfunded ~$20M in ~ 2 month

* Popularized a grand vision of

DECENTRALIZE
“generalized” cryptocurrency GLOBAL NETWORR
® smart contracts:
* implement a protocol that uses a
block-chain m Etherscan
J' s e il HOME = Txs
* programmable through
Turing Complete |anguage TOTAL SUPPLY OF 73.891,107.34 ETHER
@ $0.66 @ 0.00271 BTC/ETH
* Solidity
LAST BLOCK TRANSACTIONS
° Serpent 358122 (14.563s Avg) 324551
youo

* executed by all nodes: consensus as agreement on the results of
computation

Dipartimento di Informatica Basic Principles of Security Laura Ricci
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THE ETHEREUM BLOCKCHAIN

* introduces smart contracts to be executed by blockchain nodes

* Turing-complete : can solve any computational problem

* in Bitcoin scripts have only limited computational power

* gas to avoid denial of service

* treats blockchain and its nodes as a single, global, replicated, consistent

computer

* entire state machine, its code, and its input/output replicated and executed in a

consistent manner

Dipartimento di Informatica Basic Principles of Security Laura Ricci
Universita degli Studi di Pisa and Blockchain
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ONE CONCEPT, DIFFERENT FLAVOURS

* classification on the basis of who can read, generate and validate transactions

and blocks

* public vs. private
* public: anyone can access the blockchain and read its content

* private: only authorized parties can read the blockchain

* permissionless vs. permissioned
* permissionless: anyone can send and validate transactions

* permissioned: entities are authorized to execute and validate transactions

Dipartimento di Informatica Basic Principles of Security Laura Ricci
Universita degli Studi di Pisa and Blockchain
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ONE CONCEPT, DIFFERENT FLAVOURS

. dots
* validators nodes can also transact _ public permissionless

* lightblue dots nodes that
* can transact

* but cannot validate

transactions and partecipate public permissioned

to the consensus

* blue circle P
* only nodes within the circle (L _T) private permissioned
can see the transaction history \X ,,”

* no circle

* everyone can see the transaction e N : ..
Y \. private permissionless

history

MD% Dipartimento di Informatica Basic Principles of Security Laura Ricci
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ONE CONCEPT, DIFFERENT FLAVOURS

O

Permissionless

EO S

Permissioned

¢ Dipartimento di Informatica

&Y% Universita degli Studi di Pisa

Public

Private

BEIOTA

~ "+ HYPERLEDGER

Y "RoN <% FABRIC

1w stellar <§ripple

Basic Principles of Security
and Blockchain

),ﬂ:l ¢-rda

&

Laura Ricci
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BLOCKCHAIN: GOING DEEPER

* what is a ledger?

* consensus in a distributed environment
* tamper freeness

* proof of ownership

* permissioned and permissionless blockchains

Dipartimento di Informatica Basic Principles of Security Laura Ricci
Universita degli Studi di Pisa and Blockchain
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FIRST ABSTRACTION: THE LEDGER

* aledger
* like a bullettin storing operations

* maintains the order of operations

| Description Increase \ Decrease Balance
Jan. 1, 2053 Balance forward § 50,000

* which properties needed for a ledger?

° appen d-only |iSt Of events Jan. 2, 20X3 Collected receivable ~ § 10,000 60,000
Jan. 3, 2053 Cash sale 5,000 65,000

* tamper-proof Jan. 5,200 Paid rent § 7,000 58,00
Jan.7, 2003 Paid salary 3,000 55,000

* auditability 820 Cashsal 4000 59,000

Jan. 8, 20X3 Paid bills 2,000 57,000

® everyone agrees on content Jan. 10,206 Paidtax 1,000 56,000
Jan. 12, 20X3 Collected receivable 7,000 63,000

* consensus
* not just finantial!
* any application which needs a log of

events

Dipartimento di Informatica Basic Principles of Security Laura Ricci
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FIRST ABSTRACTION: THE LEDGER

* Alice has a company
* works as an intermediary between ratail and wholesale. Retail, wholesale and
Alice do not trust each other and does not agree on a trusted third party
* needs a ledger to log the asset/values transfers
* several entities will access the ledger
* wholesales sends good to Alice
* Alice transfers good to ratails
* the ledger registers all these operations
TN

: Trading Engine :

ﬁ

retail wholesale

3% Dipartimento di Informatica Basic Principles of Security Laura Ricci
>~ Universita degli Studi di Pisa and Blockchain
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LEDGER AS A BLOCKCHAIN

7%= Dipartimento di Informatica Basic Principles of Security Laura Ricci

* if the ledger is organized as a list of blocks
* call it a blockchain
* but other structures are possibles! for instance, graphs
* we represent the ledger through a simplification: one operation for each block

[ this happened ]

operations that happened,

in order

[ this happened ]-

operations that

"want" to happen,

[ this happened ] to be confirmed

. this happened .
E\is happenea E\is happenea

Universita degli Studi di Pisa and Blockchain 24



ADDING ENTRIES TO THE LEDGER

[ this happened ]

operations that happened,
in order

[ this happened ]-

operations that

"want" to happen,
[ this happened ] to be confirmed

this happened .

his happened his happenea

consensus is the mechanism which defines
* who decides which operation will be added to the blockchain

* which operation among those to be confirmed, will be added

4= Dipartimento di Informatica Basic Principles of Security Laura Ricci
=% Universita degli Studi di Pisa .
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WHAT IS CONSENSUS?

= &

—>

1}
i

each node presents an item to add to the ledger

795 Dipartimento di Informatica Basic Principles of Security Laura Ricci
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WHAT IS CONSENSUS?

&

L e

—>

D ©* consensus is agreement on the same value

* nodes agree on one of the nodes's
input
* validity: agree on someone's proposal
* hard because of faulty or malicious

byzantine nodes

Dipartimento di Informatica Basic Principles of Security Laura Ricci
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TAMPER FREENESS

* ledger should be immutable

° when an entry is stored in the ledger, it cannot

deleted or changed
[this happened | hash ,
* we call this property tamper freeness

° enables auditability
[this happened | hash ] * right to be forgotten?

[ this happened | hash

this happened

<525 Dipartimento di Informatica
B >
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TAMPER FREENESS: HOW TO

* compute the hash of each block
* store in each entry the hash of the predecessor
block

* if one entry is tampered

[this happened | hash

* need to recompute the hash of all the following

ones

[this happened | hash

* this must be computationally hard

S e

[ this happened | hash

this happened

s Dipartimento di Informatica Basic Principles of Security Laura Ricci
=7~ Universita degli Studi di Pisa .
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CONSENSUS IN A DISTRIBUTED NETWORK

Main difficulty:

a protocol
that emulates
the ideal
world

f

the “ideal” world

Some parties can
cheat!

* several challanges:
° maintain consistency in presence of different network jitter, delay,...
° the main challange is that some parties can cheat: byzantine parties

* classical results: if the honest nodes are over a threashold the system works
well:

° majority, 2/3 of the nodes,....

Dipartimento di Informatica Basic Principles of Security Laura Ricci
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CONSENSUS IN A DISTRIBUTED NETWORK

* assume honest majority: nodes which follow correctly the protocol
* but...which notion of majority?
* first possibility: implement majority by voting

* broadcast every operation on the network and then collect votes

s this the _
bulletin-board? | ““ '
$

Transaction id

ddbs21239864k... 0.084 BTC

edd98763hn3nr... 1.2 BTC

* how to implement voting?

mkk8765g4g2j3..  0.036 BTC : : , :
i * different assumptions if we consider

permissionless versus permissioned
vlockchains

Dipartimento di Informatica Basic Principles of Security Laura Ricci
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MAJORITY AND SYBILS

* in a permissionless blockchain an attacker can easily control the network by
assuming a lot of identities and voting more times

* | am the Delphic Sybil !

* | like voting a lot!

5. Dipartimento di Informatica Basic Principles of Security Laura Ricci
=75  Universita degli Studi di Pisa and Blockchain
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DOUBLE SPENDING AND SYBILS

* Alice
* double spends the same bitcoin with B and C: easy bitcoin is just a
sequence of bits....

* performs a Sybil attack
°* assume more identities: easy in permissionless blockchain

3% Dipartimento di Informatica Basic Principles of Security Laura Ricci
>~ Universita degli Studi di Pisa and Blockchain
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DOUBLE SPENDING AND SYBILS

® A
Ola Ola
e

° store transaction in a ledger: each operation approved through
consensus

* Alice will approve with her multiple identities the double spending of
herself with Bob and Charlie

* the attack is succesfull

7%= Dipartimento di Informatica Basic Principles of Security Laura Ricci
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HOW TO AVOID A SYBIL ATTACK?

* how to define majority in a context where everybody can easily join the
network and assume multiple identities?
* easy to control the majority of the network by creating multiple accounts

* cannot simply count the number of votes....

2002 s s

* Bitcoin change the perspective with the Proof of Work
* a distributed lottery
* you can control the newtork only if you control the majority of the

computational power (difficult and pricey)

7%= Dipartimento di Informatica Basic Principles of Security Laura Ricci
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PROOF OF WORK

* avoting scheme that is hard to fake! 4 t.“*
REAL K
* proof of Work M K3
* Solution of a cryptographic puzzle KH WFHE

* requires a lot of computation to fake Hard to find solution Easy to

* like a lottery
* winner of the lottery decides which is the next node of the blockchain
* tickets of the lottery are very expensive
* need to solve the cryptographic puzzle

* winner of the lottery is paied when later winners endorses validity

* give incentives for well behaviour

* Sybil attacks expensive and pointless

“#%= Dipartimento di Informatica Basic Principles of Security Laura Ricci
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ISIT ALL? NEED ALSO PROOF OF OWNERSHIP

Alice now decides to change work and opens a
restaurant

* rental is high, venture capitalists are greedy
* Alice uses an ICO (Initial Coin Offering)

* proposes a project that will be
implemented on a blockchain

* get fundings from people proposing to
partecipate to the project

* create tokens to be given to the funders,
as a compensation

* cryptocopupons

* discount meals when the restaurant
opens

%> Dipartimento di Informatica Basic Principles of Security Laura Ricci
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PROOF OF OWNERSHIP

* Alice register token transfers on a ledger
* needs a solution to guarantee ownership of coupons
* how Alice can prove that she owns a coupon!?

* how a funder that is going to spend a coupon can prove that he/she has

received it from Alice and he/she ows it!?
* no certification authority, i.e. no centralized entity certifying the identities

* a completely decentralized solution using asymmetric key cryptography

2. Dipartimento di Informatica Basic Principles of Security Laura Ricci
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PROOF OF OWNERSHIP

* Alice generates a pair (public key, private key)

* anyone who knows the private key matching the public key of Alice, for
instance af876f536.......... , owns the Alice cryptocoupons

* Alice themself
* everyone Alice gives the private key to

* everyone who steal Alice's private key

* private key gives ownership

* possibility to sign the transfer operation

* public key gives the proof of ownership

* prove that the emitter of the transfer is really the owner of the coupon

* register on the ledger the signed transactions

* can be verified by the receiver

. Dipartimento di Informatica Basic Principles of Security Laura Ricci
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SPENDING COUPONS

* Alice decides to transfer 50% ownership of coupon to each one of two
different founders

* has a private key matching the public key af876f536..........

* identifies the public key of the users she wants to transfer the coupon to
* IFEIW?2EEJE....
* A5dé65ab38.....

* signs the transfer to prove she knows the private key and is therefore

authorized to do the transfer

* transfer the 50% ownership
* to each one of two owners of the private key
* which corresponds to the previous public keys

* the two founder exploit their private key to collect and use half of the coupon

%> Dipartimento di Informatica Basic Principles of Security Laura Ricci
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WHO STORES THE BLOCKCHAIN?

* Alice does not want to host her blockchain
* expensive

* customer may not trust her

L.

Alice doesn’t want to host her blockchain

D sl s NG \ / o vl

<. Dipartimento di Informatica Basic Principles of Security Laura Ricci
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CROWDSOURCE BLOCKCHAIN MANAGEMENT

* use a peer to peer network between all the users and Alice

* the blockchain is replicated by each node

* someone has to enforce operations validity, voting for the next operations to
add to the blockchain: these are the miners

* partecipate to the lottery

* solve the proof of work

* but why | should be a miner, since a need computing power and this costs a lot?
* arewarding system to reward miners
* may be Alice offer extra coupons to the miners to maintain the network

* the system itself may reward the miners, like Bitcoin

2. Dipartimento di Informatica Basic Principles of Security Laura Ricci
Universita degli Studi di Pisa and Blockchain 42




A PERMISSIONED BLOCKCHAIN

* Alice sells her restaurant and opens a frozen yogurt business

*  but her business is in trouble
* shipments arrive melted

* where is the problem?

5. Dipartimento di Informatica Basic Principles of Security Laura Ricci
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ALICE SUPPLY CHAIN

Carol’s factory

Bob’s truck

7

5. Dipartimento di Informatica Basic Principles of Security Laura Ricci
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ALICE SUPPLY CHAIN

—

|. | never trasported that yougurt

2. It was meletd when | got it from Carol
3. It was OK when | delivered it to Alice

™~

_

Bob’s truck

Basic Principles of Security
and Blockchain

Laura Ricci
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ALICE SUPPLY CHAIN

What does Bob say?

Carol's factory

o
Hin
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USE A PERMISSIONED BLOCKCHAIN!

* a distributed ledger to record the events

* put the ledger in the cloud

& © aln _ wle
Bob and Carol Sensors
e * Dipartimento di Informatica Basic Principles of Security Laura Ricci
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PERMISSIONED BLOCKCHAIN FOR SUPPLY CHAIN

<522 Dipartimento di Informatica Basic Principles of Security Laura Ricci

The scenario is different
nodes are identified (Alice, Carol, Bob...)
no Sybil attack

[ -10 C® at 13:05

but still malicious nodes (sw error, ...)

may exploit different consensus algoritms
* practical Blockchain Fault Tolerance (PBFT)

* actually, based on voting

|
|

{ -10 C*at 13:15

Sensor Reading

| Sensor Reading]"‘ [Sensor Reading]

Universita degli Studi di Pisa 48
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e ERMISSIONED BLOCKCHAIN FOR SUPPLY CHAIN

[ -l Cat13.10

u

[ -10Cat 13:20

3
[ Carol handoff to Bob,]

13:30

Bob signed
PBFT

Alice signed

Dipartimento di Informatica Basic Principles of Security Laura Ricci
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PERMISSIONED BLOCKCHAIN: WHAT IS DIFFERENT?

* parties have identities
* humans have passwords, keys
* sensors have keys
* both humans and sensors are authenticated
* no Sybil attack
* different consensus mechanisms

* accountability if caught cheating

“#%= Dipartimento di Informatica Basic Principles of Security Laura Ricci
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BYZANTINE FAULT TOLERANCE
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GOVERNMENT

Essentia develops world's 0—4

first blockehain solution
1o manage internaticnal
logistics hub together
with Traffic Labs and the

Finnish Government essentia.one

IIJEN'FIFIC&TIUN

@

Vater registration |s
being facilitated via
a blockchain project
in Switzerland
spearheaded by
Upert

MOBILE PAYMENTS
.

-

G

Q

ripple

The blockchain
ledger that Ripple
uses has been
latched onto by a
group of Japanese
banks, who will be
using it for quick
mobile payments,

INSURANCE
o

A smart contract-
based blockchain is
being used by
Insurer American
International Group
Inc as a means of
saving costs and
increasing
transparency.

ENDANGERED SPECIES
4 PROTECTION
The protection of \f-/ <
endangered species
is being facilitated
vid a blockchain
project that records
the activities of
these rare animals.

CARBON OFFSETS
o

¢ IBM is using the
Hyperledger Fabric
blockchain in China
to monitor carbon
offset trading.

ENTERFRISE

& Ethereums
blockchaincanbe
accessed as a
cloud-based service
courtesy of
Microsoft Azure.

- Azure

-0

50+ BLOCKCHAIN
REAL WORLD USES CASES

QQQO Qo

BORDER CONTROL

©-

essentia.one

Essentia has devised a
border control system
that would use
blockehain to store
passenger data in the
Metherlands.

SUPPLY CHAINS

18M and Walmart have
partnered in China to
ereate a blockchain

project that will
monitor food safety.

HEALTHCARE

A number of e
healthcare systems
that store data an the

blockehain have i
been pionesred MEDREC
incleding MedRec, -

SHIPPING

o Shipping is a natural

| fit for blockchain, i
and Maersk have
been trialling a
blockchainbased
project within the
maritime logistics

industry. /_° MERSK
L ! -a

REAL ESTATE
- Blockchain is now
| being used to %

complete real

estate deals, the
first of which was

| conducted in Kiev
by Propy.

ipartimento di Informatica
niversita degli Studi di Pisa

ENERGY

@

essentia.one

Essentia is developing a
test project that will help
energy Suppliers track the
distribution of their
resounces in real time,
whilst maintaining data
confidentiality

COMPUTATION
et

LAND REGISTRY

@

. PUBLIC
REGISTRY

. ®

Land registry titles
are now being stored
on the blockchain in
Georgia in a project
developed by the
National Agency of
Public Registry. P

Digital Currency
Group are helping
Amazon Web
Services examine
ways in which the
distributed ledger

technology can help -mmm.L
improve database CURRENCY
security. GROUP
ADVERTISING

New York Interactive
Advertising
Exchange has been
experimen- ting with
bleckchain as a
means of providing
an ads marketplace
for publishers,
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BORDER CONTROL @_‘
Essentia is developing a

blockchain project for

border control that will

allow customs agents to

record passenger data

from an array of inputs

and safely store it essentia.one

JOURNALISM @
Decentralized

journalism, as enabled
by blockehain
technology, has the
potential to prevent

cengorship and

increase transparency, b

a5 Civil has shown,
WASTE MANAGEMENT
Waltonchain is

using RFID

technology to store

wasle management

data on the

blockehain in China
ENERGY @
Food importation is

anaother industry
where blockchain is
proving its worth,
with Louis Dreyfus
Co trialling a
soybean importation
operation using this
technology.

-LDC.

and Blockchain

. DIAMONDS @
. The De Beers Grom\/ “

FINE ART
e —

NATIONAL SECURITY
o

is using blockchain ¢
10 track the
importation and > 9

sale of diamonds, 1? \,B,t— . .:‘

- - o

—~/

By storing
certificates of
authenticity on the
bleckehain, it's
possible to dramati-

cally reduce art @
forgeries, as one

blockehain projectis Le @ . @
proving.

i, e

For the: past two

O )
years, the US

Department of o
Homeland Security
has been using
blockchain to record
and safely store data |

captured fram its -
SECURILY CAMaras. /_n

TOURISM
o= . L
In a bid 1o boost its "

tourism economy, o
Hawaii is examining
ways in which
blockchain-based
cryplocurrencies can

be adopted

throughout the US =
state,

TAXATION
o

ENTERPRISE
o

In China, a tax-based
initiative is using G
blockchain to stong

1ax records and
electronic invoices

led by Miaocai
Metwork.

ENERGY

Chile’s National
Energy Commission
has started using
blockchain
technology as a way
of certifying data
pertaining to the
COUNtry’s energy
usage as it seeks to
update its electrical HACIONAL
infrastructure. / DE ENERGIA
blockehain
pertaining 1o repair

requests and rolling aprresan sown,
stock .

CN=

COMISION

RAILWAYS

Russian rail operator
MNovotrans |5 storing
imventory data on a

Google is building |ls
own blockchain
which will be
integrated inte its
cloud-based services,
enabling businesses

1o store data on it,

and to request their GO\ gle

own white label 2"

wersion developed
e a mphabet

MUSIC

Arbit is a blockchain-
based project led by
former Guns N Roses
drummer Matt
Sorum seeking a
fairer way to reward
musicians for their
creative efforts.

&

arbit

~@

FISHING

Blockehain
technology has been
used to provide a
transparent recosd
of where fish was
caught, as a means
of ensuring it was
legally landed.

Laura Ricci
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BLOCKCHAIN APPLICATIONS: CURRENCY

Alternative to fiat currencies:

* breaks status-quo where:

* only government issues money, defines issuing procedures

* central authorities (banks) decide which transactions are valid and which
are not

* fiat currencies decouple supply from a physical good (i.e. gold)

* block-chain typically ties supply to a bounded, virtual good

* cryptographic bounded

* blockchain records and verifies transfers

* blockchain solves the problem of double spending

“#%= Dipartimento di Informatica Basic Principles of Security Laura Ricci
>~ Universita degli Studi di Pisa .
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PROVENANCE AND SUPPLY CHAIN: WALLMART
I

* devoped using Hyperledger technology
* a collaboration between Walmart and IBM

* track farm origin, expiration dates, storage temperature shipping details,
parameters taken from sensors,....

\Processing

Dipartimento di Informatica Basic Principles of Security Laura Ricci
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PROVENANCE AND SUPPLY CHAIN: FISHING

* restaurants can view and verify chain of custody for fish

* sensors attached to fish can log location/temperature/humidity
https://youtu.be/Buw3g8oNG74

&
CONSUMER
CHECK

TUNA SUPPLY-CHAIN TRACEABILTY
RECORDS BY STEP/ BV CHECK PoC

COLD STORAGE PLACE

RETAILER CHE "!
& SELL

FISHING VESSEL:
= FISHING SET

DISCHARGE & y
TRANSPORT in TRUCK

" PROCESSING

. Flnal product
canned tu

= frozen tul

I:Dcnsron.ass L PROCESSOR TRANSPORT COMPANIES w RETAILER s (T @
fls'fcla':ivﬁﬁtm B ]RL'I':':I'I".' she t nz&w ight sheet * Reception reciept B+ Shipment/ packing list é = Invoice & reception |
e shee ot S e g SRSy — O
% . rage res - I3 =

Vide ole-observer) B it s L Chentardor B imvaiee .
|
| BUREAU VERITAS I | e
BLOCKCHAIN I | - T :eablltv ud }pmczsds LG ! /
£ @ e R . B S 2l

ALV mcnuveumas o st T e e
. Unloading inspection Rl (Final Rand om inspec! to ]

- \Jde;dc;" mass balance checl o PSI il: rshipmentinsmestion] quality + weight & cability

. . . .
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PROVENANCE AND SUPPLY CHAIN: DIAMONDS

* auditing to track provenance and chain of custody for materials and products
* conflict diamonds (e.g. blood diamonds)

* adistributed ledger where all the transaction refarding a dimond are recorded.

Diamond

Mi KPCS, WDC,
. o Diamond exchanges, Banks and Customers ©, WOC
Mining companies _ WFDB, and
cutters and Jewelers and Insurance owning
experts And other
polishers retailers companies diamonds

wholesalers regulators

| A | I §- {0 K | I G

S Everledger Blockchain Application (based on IBM Hyperledger) [’r ogic
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BLOCK CHAIN FOR LAND REGISTRY

* Land registry titles registered on the blockchain

* A project in Georgia by National Agency of Public Registry

N CITIZEN
CITIZEN ¢ =
. : . : Transactions are made using
and threat of data loss : identification schemes
Larwyer : Sp—
: Personal phone
) Goverment 3 yg i GOVERMENT
Change of position and @ | Increases transparency and
enhance the chances of : trust in the goverment
fraud Database Sman-contract
INVESTOR _ INVESTOR
expenses T » business.
Ceruficate
Blockchamn
Legacy System Blockchain System
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INTELLECTUAL PROPERTY

* Digital content owner hashes content together with their identity and
commits to the blockchain.

* if nobody else can prove they published it prior to that commitment, this
is evidence that they own it.

* more convenient than a patent office and allows for you to not have to
disclose details of the digital object.

m _:@ GOChain Sign in | Get started

Using Blockchain to Protect Artists and
Manage Intellectual Property Law

Marie Gonzalez | Follow |
Jun 24 - 5 min read

GoChain offers the use of blockchain technology as a tool to manage and

store Intellectual Property rights on a decentralized ledger.

“#%= Dipartimento di Informatica Basic Principles of Security Laura Ricci
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CERTIFICATES

* Recording certifications, licenses, degrees (e.g. AVVS certs)

* University of Pisa joined a blockchain project with other EU Universities
for recording certificates on a blockchain

MIT News o [searcn

Digital Diploma debuts at MIT

Using Bitcoin's blockchain technology, the Institute has become one of the first
universities to issue recipient-owned virtual credentials.

2% Dipartimento di Informatica Basic Principles of Security Laura Ricci
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CENSORSHIP RESISTANCE

* Bitcoin ransom (2019)
* group attempting to get paid to release damaging papers on 9/1 | attacks
* payment mileposts in BTC determine which documents are released

* banned from mainstream social media platforms

* messaging via Steemit to prevent censorship. Bunned by Steemit, but track
remains on Steem blockchain

Bitcoin Ransom: Hacker Group Releases
Layer 1 Of “Damaging” 9/11 Papers

Twitter has suspended their account. They moved to Steemit, a blockchain-based censorship-resistant social media
platform. Since their initial announcement, they have received more than 3 bitcoins from the public. The first “level”

and a few “checkpoints” are now publicly available.

steemit

beta

How does Steemit work?

Steemit.com is one of the many websites (including Busy.org, DTube, and Utopian.io) that are
powered by the Steem blockchain and STEEM cryptocurrency. All of these websites read and write
content to the Steem blockchain, which stores the content in an immutable blockchain ledger, and
rewards users for their contributions with digital tokens called STEEM.

Dipartimento di Informatica Basic Principles of Security Laura Ricci
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BLOCKCHAIN CHALLANGES

?

Bltcﬂln
Ethereum
Dash
Litecoin
BIICOII‘I
Cash
PayPal
193
Ripple
1.500

Visa
24.000
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THE BLOCKCHAIN TRILEMMA

a big scientific challange:

Scalability how can we improve scalability without
reducing the security level and maintaining a

high level of decentralization?

Decentra-
[EENY

Security
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BLOCKCHAIN: A COMPLEX ECOSYSTEM

different actors involved
in the Bitcoin blockchain: Miners, Exchangers, Wallets, Mixer,.....
a lot of data available: data analysis, artificial intelligence techniques

Peer-to-Peer What is Bitcoin? Bitcoin is the most mature cryptocurrency

Decentralized

Worldwide Network What is a cryptocurrency? Acryplocurrency is a type of digital
currency that relies on cryptography,

aﬂ)\ﬁ peer-1o-peer networking, and

u H” "j‘h/ . Universal

bitse crcLe @ coinbase € COINIFY ®coinplug () xoke
l‘@ © <

Mining Exchanges Wallets Payment ATMs and

. /) Processors Financial Services

ﬁg{} by @

@HashMasterfech BITFINEX 75 wem @C@‘!N (01 expresscoin

B

%Wm - @ COINDUTLET
iy || ) T | OBHGR o
CLOYMDHASHING L h-.'l M A
e ®  xapo
- anrecny " fre
ﬂBTCChlna B.ﬁ:.l . 5
'aHashFast 'B BLOCKCHAIN & cryptex
&nCMiner 510459:!!\'_ @ MuLTiBIT Coinkite LAMASSU
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