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COURSE STRUCTURE

 security
 introduction and glossary
 adversary modelling
 adversary simulation

 blockchains:
 introduction: basic concepts
 consensus mechanisms: different flavours
 applications

 exams:
 seminar on one of the topics of the course OR development of a simple 

project
 proposals coming from the students and suggestions by the teachers 
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BLOCKCHAINS: WHY TO STUDY THEM?

 to avoid this...
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BLOCKCHAINS: WHY TO STUDY THEM?

 and maybe take advantage of this....
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THE PEER TO PEER PARADIGM

● symmetric paradigm, different with 

respect to client server

● run on end-hosts

● on/off behavior, handle churn

● need to join and discover other peers

● nodes are service providers and 

consumers

● communicate directly among them

● need to define communication rules

●    prevent free riding

●    incentivate participation ... and          

   reciprocation
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THE PEER TO PEER PARADIGM: A GENERAL DEFINITION

 A peer to peer system is a set of autonomous entities (peers) able to  auto-       
organize and sharing a set of distributed resources in a computer  network.        
The system exploits such resources to give a service in a complete  or partial    
decentralized way. The system is able to adapt to a continuos churn  of the 
nodes maintaining  connectivity and reasonable performances without a 
centralized  entity   (like a server)

 Shared Resources:
 Ledgers/Blockchains
 Read/Write storage space  (Distributed File System)
 Computing power
 Bandwidth 
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P2P KILLER APPLICATIONS

First generation applications: file sharing
 read only, no writers
 light weight/ best effort
 persistence and security are not  the main goal
 anonymity  is important
 examples:

 Napster
 Gnutella, KaZaa
 eMule
 BitTorrent

Second generation applications
 cyptocurrencies and blockchain
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P2P BEFORE THE BLOCKCHAINS
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BLOCKCHAIN: WHAT IS IT?
 Definition #1

 a shared database stored in multiple copies on computers throughout the 
world

 maintained without the need for a trusted central authority (e.g. a bank, a 
government, Google, etc.)

 Definition #2
 replicated  and consistent, immutable, append-only  data storage system 

resistant to tampering
 Definition #3

 a decentralized, state machine that is maintained by untrusted actors, 
secured by economic incentive

 cannot delete data
 cannot be shut down or censored
 supports defined operations agreed upon by participants
 participants may not know each other (public)
 in actors best interest is to play by the rules
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A BLOCKCHAIN IN A NUTSHELL

consensus



11
Basic Principles of Security

 and Blockchain 

Dipartimento di Informatica 
Università degli Studi di Pisa

Laura Ricci

WHICH TECNOLOGIES ARE INVOLVED?
 Cryptography

 Digital signatures (e.g. public-key cryptography) to provide authentication

 Cryptographic hash functions (e.g. hash chains of data transactions) to 

provide tamper-resistant immutability

 Distributed consensus amongst mutually distrusting replica

 decentralized control

 provides consistency among the replicas

 Formal Methods:  to prove properties of

 consensus algorithms

 smart contracts

 Data analysis and Machine Learning Techniques

 a lot of  public data is avaliable from permissionless blockchains

 calls for complex network analysis tools, also exploiting AI
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AND MANY CHALLANGES.....

 applied cryptography: novel efficient implementation of cryptographic 

techniques

 Zero-knowledge, Diffie-Helmann, Multiparty Computation,....

 techniques to increment the scalability

 off-chain channels,...

 interledger techniques: techniques to exchange transaction between different 

ledgers.
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BLOCKCHAIN EVOLUTION
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“THE MOTHER OF ALL BLOCKCHAIN”: BITCOIN

Paper published in October 2008: working from 2009
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BITCOIN: P2P CRYPTOCURRENCIES

 payments directly done between the users, no centralized financial entity which 
guarantees the electronic payment, lower costs

 the cypherpunk vision: “we can revolutionize our world by building secure 
protocols”

 new motivation and tools for learning traditional concepts in computer security

 after Bitcoin.....“Blockchain technology,” a related and more general concept
 a new technology for developing secure applications in an untrusted 

environment
 Ethereum and many others
 As such, it affects many processes, companies and societies
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ETHEREUM

 Crowdfunded ~$20M in ~ a month

 Popularized a grand vision of

    “generalized” cryptocurrency

 smart contracts:
 implement a protocol that uses a 

block-chain
 programmable through

Turing complete language
 Solidity
 Serpent,...

 executed by all nodes: consensus as agreement on the results of 
computation
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THE ETHEREUM BLOCKCHAIN

 introduces smart contracts to be executed by blockchain nodes

 Turing-complete : can solve any computational problem

 in Bitcoin scripts have only limited computational power

 gas to avoid denial of service

 treats blockchain and its nodes as a single, global, replicated, consistent 

computer

 entire state machine, its code, and its input/output replicated and executed in a 

consistent manner
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ONE CONCEPT, DIFFERENT FLAVOURS

 classification on the basis of who can read, generate  and validate  transactions 

and blocks

 public vs. private

 public: anyone can access the blockchain and read its content

 private: only authorized parties can read the blockchain

 permissionless vs. permissioned

 permissionless: anyone can send and validate transactions

 permissioned: entities are authorized to execute and validate transactions
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ONE CONCEPT, DIFFERENT FLAVOURS

public permissionless

public permissioned

private permissioned

private permissionless

 yellow dots 
 validators nodes can also transact 

 lightblue dots nodes that
 can transact 
 but cannot validate 

transactions  and partecipate 
to the consensus

 blue circle
 only nodes within the circle

can see the transaction history

 no circle
 everyone can see the transaction

history
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ONE CONCEPT, DIFFERENT FLAVOURS
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BLOCKCHAIN: GOING DEEPER

 what is a ledger?

 consensus in a distributed environment

 tamper freeness

 proof of ownership

 permissioned and permissionless blockchains
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FIRST ABSTRACTION: THE LEDGER

 a ledger

 like a bullettin storing operations

 maintains the order of operations 

 which properties needed for a ledger?

 append-only list of events

 tamper-proof

 auditability

 everyone agrees on content

 consensus

 not just finantial!

 any application which needs a log of

events 
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FIRST ABSTRACTION: THE LEDGER

retail wholesale

● Alice has a company
● works as an intermediary between ratail and wholesale. Retail, wholesale and 

Alice do not trust each other and does not agree on a trusted third party
● needs a ledger to log the asset/values transfers
● several entities will access the ledger

● wholesales sends good to Alice
● Alice transfers good to ratails
● the ledger registers all these operations



24
Basic Principles of Security

 and Blockchain 

Dipartimento di Informatica 
Università degli Studi di Pisa

Laura Ricci

LEDGER AS A BLOCKCHAIN

● if the ledger is organized as a list of blocks
● call it a blockchain
● but other structures are possibles! for instance, graphs

● we represent the ledger through a simplification: one operation for each block
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ADDING ENTRIES TO THE LEDGER

consensus is the mechanism which defines

● who decides which operation will be added to the blockchain

● which operation among those to be confirmed, will be added
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WHAT IS CONSENSUS?

each node presents an item to add to the ledger
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WHAT IS CONSENSUS?

 consensus is agreement on the same value
 nodes agree on one of the nodes's 

input
 validity: agree on someone's proposal
 hard because of faulty or malicious 

byzantine nodes
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TAMPER FREENESS

● ledger should be immutable
● when an entry is stored in the ledger, it cannot

deleted or changed
● we call this property tamper freeness
● enables auditability
● right to be forgotten?
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TAMPER FREENESS: HOW TO

● compute the hash of each block
● store in each entry the hash of the predecessor 

block
● if one entry is tampered

● need to recompute the hash of all the following 

       ones
● this must be computationally hard
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CONSENSUS IN A DISTRIBUTED NETWORK

● several challanges:
● maintain consistency in presence of different network jitter, delay,...
● the main challange is that some parties can cheat: byzantine parties

● classical results: if the honest nodes are over a threashold  the system works 
well:
● majority, 2/3 of the nodes,....
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CONSENSUS IN A DISTRIBUTED NETWORK

 assume honest majority: nodes which follow correctly the protocol
 but...which notion of  majority?
 first possibility: implement majority by voting

  broadcast every operation on the network and then collect votes

● how to implement voting?
● different assumptions if we consider 

permissionless versus permissioned 
vlockchains
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MAJORITY AND SYBILS

 in a permissionless blockchain an attacker can easily control the network by 
assuming a lot of identities and voting more times

● I am the Delphic Sybil !

● I like voting a lot!
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DOUBLE SPENDING AND SYBILS

● Alice 
● double spends the same bitcoin with B and C: easy bitcoin is just a 

sequence of bits....
● performs a Sybil attack

● assume more identities: easy in permissionless blockchain
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DOUBLE SPENDING AND SYBILS

● store transaction in a ledger: each operation approved through 
consensus

● Alice will approve with her multiple identities the double spending of 
herself with Bob and Charlie

● the attack is succesfull
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HOW TO AVOID A SYBIL ATTACK?

● how to define majority in a context where everybody can easily join the 

network and assume multiple identities? 
● easy to control the majority of the network by creating multiple accounts
● cannot simply count the number of votes....

   

● Bitcoin change the perspective with the Proof of Work
● a distributed lottery
● you can control the newtork only if you control the majority of the 

computational power (difficult and pricey)
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PROOF OF WORK

 a voting scheme that is hard to fake!

 proof of Work
 Solution of a cryptographic puzzle
 requires a lot of computation to fake

 like a  lottery 
 winner of the lottery decides which is the next node of the blockchain
 tickets of the lottery are very expensive 

 need to solve the cryptographic puzzle
 winner of the lottery is paied when later winners endorses validity

 give incentives for well behaviour

 Sybil attacks expensive and pointless
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IS IT ALL?  NEED ALSO PROOF OF OWNERSHIP

Alice now decides to change work and opens a 
restaurant
 rental is high, venture capitalists are greedy
 Alice uses an ICO (Initial Coin Offering)

 proposes a project that will be 
implemented on a blockchain

 get fundings from people proposing to 
partecipate to the project

 create tokens to be given to the funders, 
as a compensation

 cryptocopupons

 discount meals when the restaurant 
opens
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PROOF OF OWNERSHIP

 Alice  register token transfers on a ledger

 needs  a solution to guarantee ownership of coupons

 how Alice can prove that she owns a coupon?

 how a funder that is going to spend a coupon can prove that he/she has 

received it from Alice and he/she ows it?

 no certification authority, i.e. no centralized entity certifying the identities

 a completely decentralized solution using asymmetric key cryptography
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PROOF OF OWNERSHIP
 Alice generates a pair (public key, private key)

 anyone who knows the private key matching the public key of Alice, for 
instance  af876f536.........., owns the Alice cryptocoupons

 Alice themself
 everyone Alice gives the private key to
 everyone who steal Alice's private key

 private key gives ownership 
 possibility to sign the transfer operation

 public key gives the proof of ownership
 prove that the emitter of the transfer is really the owner of the coupon

 register on the ledger the signed transactions
 can be verified by the receiver
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SPENDING COUPONS

 Alice decides to transfer 50% ownership of coupon to each one of two 
different founders

  has a private key matching the public key af876f536..........

 identifies the public key of the users she wants to transfer the coupon to
 1FE1W2EEJE....
 A5d65ab38.....

 signs the transfer to prove she knows the private key and is therefore

authorized to do the transfer

 transfer the 50% ownership 
 to each one of two owners of the private key 
 which corresponds to the previous public keys

 the two founder exploit their private key to collect and use half of the coupon
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WHO STORES THE BLOCKCHAIN?

 Alice does not want to host her blockchain

 expensive


 customer may not trust her
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CROWDSOURCE BLOCKCHAIN MANAGEMENT

 use a peer to peer network between all the users and Alice

 the blockchain is replicated by each node

 someone has to enforce operations validity, voting for the next operations to 
add to the blockchain: these are the miners

  partecipate to the lottery
  solve the proof of work

 but why I should be a miner, since a need computing power and this costs a lot?
 a rewarding system to reward miners
 may be Alice offer extra coupons to the miners to maintain the network
 the system itself may reward the miners, like Bitcoin
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A PERMISSIONED BLOCKCHAIN

 Alice sells her restaurant and opens a frozen yogurt business

 but her business is in trouble

 shipments arrive melted

 where is the problem?
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ALICE SUPPLY CHAIN
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ALICE SUPPLY CHAIN
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ALICE SUPPLY CHAIN
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USE A PERMISSIONED BLOCKCHAIN!

SensorsBob and Carol

● a distributed ledger to record the events

● put the ledger in the cloud
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PERMISSIONED BLOCKCHAIN FOR SUPPLY CHAIN

The scenario is different
● nodes are identified (Alice, Carol, Bob...)
● no Sybil attack
● but still malicious nodes (sw error, ...)
● may exploit different consensus algoritms

● practical Blockchain Fault Tolerance (PBFT)
● actually,  based on voting
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PERMISSIONED BLOCKCHAIN FOR SUPPLY CHAIN
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PERMISSIONED BLOCKCHAIN: WHAT IS DIFFERENT?

 parties have identities

 humans have passwords, keys

 sensors have keys

 both humans and sensors are authenticated

 no Sybil attack

 different consensus mechanisms

 accountability if caught cheating
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BYZANTINE FAULT TOLERANCE
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BLOCKCHAIN APPLICATIONS: CURRENCY

Alternative to fiat currencies:

 breaks status-quo where:
 only government issues money, defines issuing procedures
 central authorities (banks) decide which transactions are valid and which 

are not

 fiat currencies decouple supply from a physical good (i.e. gold)

 block-chain typically ties supply to a bounded, virtual good 
  cryptographic bounded

 blockchain records and verifies transfers

 blockchain solves the problem of double spending
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 devoped using Hyperledger technology

 a collaboration between Walmart and IBM

 track farm origin, expiration dates, storage temperature shipping details, 
parameters taken from sensors,....

PROVENANCE AND SUPPLY CHAIN: WALLMART
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PROVENANCE AND SUPPLY CHAIN: FISHING

 restaurants can view and verify chain of custody for fish
 sensors attached to fish can log location/temperature/humidity 

https://youtu.be/Buw3g8oNG74
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PROVENANCE AND SUPPLY CHAIN: DIAMONDS

 auditing to track provenance and chain of custody for materials and products
 conflict diamonds (e.g. blood diamonds)
 a distributed ledger where all the transaction refarding a dimond are recorded.
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BLOCK CHAIN FOR LAND REGISTRY

 Land registry titles registered on the blockchain

 A project in Georgia by National Agency of Public Registry
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INTELLECTUAL PROPERTY

 Digital content owner hashes content together with their identity and 
commits to the blockchain.

 if nobody else can prove they published it prior to that commitment, this 
is evidence that they own it.

 more convenient than a patent office and allows for you to not have to 
disclose details of the digital object.
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CERTIFICATES

 Recording certifications, licenses, degrees (e.g. AWS certs)
 University of Pisa joined a blockchain project  with other EU Universities 

for recording certificates on a blockchain
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CENSORSHIP RESISTANCE
 Bitcoin ransom (2019)

 group attempting to get paid to release damaging papers on 9/11 attacks
 payment mileposts in BTC determine which documents are released
 banned from mainstream social media platforms
 messaging via Steemit to prevent censorship. Bunned by Steemit, but track 

remains on Steem blockchain  
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BLOCKCHAIN CHALLANGES
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THE BLOCKCHAIN TRILEMMA 

a big scientific challange:

how can we improve scalability without

reducing the security level and maintaining a

high level of decentralization?
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BLOCKCHAIN: A COMPLEX  ECOSYSTEM

 different actors involved
 in the Bitcoin blockchain: Miners, Exchangers, Wallets, Mixer,.....
 a lot of data available: data analysis, artificial intelligence techniques
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